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1	Decision/action requested
This contribution proposes a new key issue on the security capabilities a mobile network can offer to customers
2	References
[1]			
3	Rationale					
Network slicing allows operators to offer customised security services to customers. It is possible for 5G systems, based on operators’ policies, to provide customized security features for slice instance creation, modification, deletion, monitoring, and update of services of network slices. 
4	Detailed proposal					

pCR
***	BEGIN CHANGES	***
[bookmark: _Toc467658320][bookmark: _Toc494269863][bookmark: _Toc352074857][bookmark: _Toc494269864]5	Key issues
Editor’s note: This clause contains key issues that should be addressed by SA3. 
5.X	Key Issue #X: Non-customizable security capabilities of  network slices
[bookmark: _Toc352074858][bookmark: _Toc494269865]5.X.1	Key issue details
Network slicing allows operators to offer customised services to customers. Network operators may create network slice instances tailored to customers’ needs. These services may involve different KPI and/or QoS/QoE.
The services identified in TR28.801 [5] include radio access technology, bandwidth, end-to-end latency and guaranteed / non-guaranteed QoS etc. However, the whole security relevant services available to customers, e.g.  authentication methods, encryption algorithms etc are to be identified. This is the first objective in this key issue.  
The second objective in this key issue is to identify the security aspects that involved in these management functions and management use cases.  For example, what security parameters can be configured in these management functions. 
The third objective is to standardize the security services available to a customer using network slicing and how the security services/capabilities can be configured/negotiated for slice instances. 

[bookmark: _Toc352074859][bookmark: _Toc494269866]5.X.2	Security threats
Different mobile operators may offer different security services. A customer may require addtional security services not available on the operator’s general network. There could be a gap between demand and supply, in terms of security services. 
If the security services are not identified and standarized, the customer would not be able to obtain the addtional security services for slices meeting their needs in a consistent way. 
If the potential security aspects in management are not identified, the customers may not be able to perform security management for their slices or the security solution for a specific security management servie may be poor. 
If the security services and negotiation procedure are not standardized, it would be costly for operators to provide these services. 

[bookmark: _Toc352074860][bookmark: _Toc494269867]5.X.3	Potential Security requirements		
· MNO HPLMN shall determine the security services/capabilities for a network slice instance.
· MNO HPLMN shall be able to offer different customized security services on differnet network slice instances. 
· It shall be possible for Communication Service Management Function (CSMF) to negotiate the network security capabilities for a slice instance. 
· It shall be possible for Communication Service Management Function (CSMF) to configure the security policies of a slice instance. 
· It shall be possible to configure the authentication methods used for a slice instance.  
· It shall be possible to configure the encryption and/or integrity propotection algorithms for UP and/or CP of a slice instance.  

***	END OF CHANGES	***

